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I. INTRODUCTION

A. The Evolution of EBT

The Food and Nutrition Service (FNS) has been at the forefront of developing and
applying Electronic Benefit Transfer, or EBT, systems in public assistance programs for 12
years. As of April 1994, Food Stamp Program (FSP) participants in seven locations of varying
size located throughout the United States receive their benefits through EBT. A demonstration
for EBT in the Special Supplemental Food Program for Women, Infants, and Children (WIC)
was recently completed, and others are planned. About 30 States are planning to develop and
operate an EBT system for FSP and other programs. Many States have also expressed an
interest in WIC EBT.

This new technology enhances food benefit service to FSP and WIC recipients. It can
be and is used by other benefit programs, such as Aid for Families with Dependent Children
(AFDC), child support, and Social Security. Unlike FNS' programs, these programs provide
their recipients with cash benefits.

EBT has evolved into a viable, appealing alternative to conventional benefit delivery
systems, and it is clear that it will play a central role in the delivery of nutrition assistance
benefits in the Food Stamp and WIC Programs and in the delivery of cash benefits for other
programs. The Secretary of Agriculture is committed to initiating nationwide EBT by 1996 and
FNS must consider the range of operational issues associated with a complete shift from paper
coupons to EBT. The study of EBT data privacy is one of these issues. In its report to the Vice
President, the Federal EBT Task Force recommended the unified delivery of government-funded
benefits. Under this plan, EBT would involve many benefit programs and would function
without regard to State borders. This report focuses on the privacy issues that impact FNS'
programs, issues that may be quite different from those facing cash benefit programs.

B. EBT in a Privacy Context

Over the past several years, privacy issues in general have received extensive attention
from the media, the courts, and business. Consumer advocacy groups lobby for more stringent
limits on the uses of credit history, debt information, and other personal data. Manufacturers,
on the other hand, increasingly rely on targeted marketing -- which requires detailed information
on income, shopping habits, and household composition -- to win new customers. The results
of public opinion surveys conducted over the past two decades indicate that government access
to personal information is especially worrisome to the American public. These trends create a
complex environment for the exploration of EBT privacy issues.

Food Stamp and WIC Program EBT systems issue and redeem benefits through the use
of an electronic funds transfer network and point-of-sale (POS) technology. Participants use an
electronically coded card instead of paper coupons to buy food. EBT systems collect and retain
transaction-specific information to reconcile or balance benefit issuances with redemptions and
debits with credits. To date, information accrued through EBT systems has been used primarily
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PRIVACY TERMINOLOGY

The terms personal information, privacy, confidentiality, and security are used throughout this
report. For clarity in usage we define these terms as follows:

· Personal information is any information that describes or is referenced to an identifiable individual
(not a business entity such as a retailer), whether that reference be by name, number, address, or
some other identifier. Information is considered personal because of its reference and not because
of its content.

* Privacy is a characteristic of natural persons and concerns how personal information is collected,
used, and disclosed.

· Confidentiality is a characteristic of information management and implies that information can be
disclosed only to certain persons under specified circumstances.

· Security is a characteristic of information systems and ensures that information in the system is
protected from unauthorized access, disclosure, alteration, or loss. Accordingly, system security
implements confidentiality protocols, which in turn protect privacy. Assuring security is primarily
a matter of management policy and system technology; confidentiality protocols reflect information
management policy.

to ensure that funds are appropriately debited and credited. Electronic processing of information
also creates the potential for greatly increasing FNS' knowledge of client food purchasing and
retailer redemption patterns. In addition, EBT creates the opportunity for additional entities,
such as retailers and third-party processors, to access this information. The actual and potential
uses of transaction data raise a variety of privacy-oriented questions that FNS must consider so
that it can implement responsible EBT programs.

C. Study Objectives

FNS studied EBT privacy issues in the FSP and the WIC Program for two main reasons:
to determine whether controls over access to and uses of EBT data are adequate, too lax or too
strict; and, to anticipate and address some of the issues that may arise with the availability and
potential use of the data. Specifically, this report:

· Identifies current and potential uses of EBT data.

· Examines current policies on uses of EBT data in the FSP and WlC Program and
assesses their effectiveness in (1) protecting client and retailer rights and (2) supporting
FNS' need to pursue programmatic objectives such as program integrity and effective
benefit delivery.

· Outlines strategies that provide the best balance between these two potentially competing
goals.
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· Presents the opinions and perspectives of the broad range of EBT stakeholders and other
appropriate experts.

This report is organized into the following sections:

· Background on EBT and privacy issues

· Findings from our research and the roundtable discussion

· Conclusions and strategies for privacy protection

The information presented in this report will assist FNS in its overall efforts to
understand fully the privacy implications of EBT data use and to assess EBT data use policy.

II. EBT ANDPRIVACY BACKGROUNDINFORMATION

A. Definition and Description of EBT

Currently, most eligible FSP benefit recipients are given books of paper coupons that
may be used to pay for a broad range of food items purchased at authorized retail stores. In the
WIC Program, recipients exchange vouchers at participating retail stores for specific food
products such as milk and related items. New computer and communications technologies
present the opportunity to deliver benefits electronically. Under an EBT system, recipients in
either program access benefits using an electronically encoded plastic card similar to those issued
by banks and other financial institutions for use with automated bank teller machines and point
of sale direct debit machines. Most EBT food stamp and cash benefit systems are on-line. The
WIC program, due to its focus on specific items, has pursued off-line EBT which uses smart
card technology. This EBT card is recognized in electronic information networks that validate
the requests for benefits and authorize the purchase of food products.

This automated process has the potential to decrease administrative costs and reduce
management burdens while improving the speed, convenience, and security of benefit delivery
to qualified recipients. For example, EBT cards reported to be lost or stolen can be invalidated
and their accounts frozen immediately, minimizing unauthorized access to the benefits.
Payments are made directly to authorized accounts, curtailing coupon theft and other fraud.
Benefits are drawn down as needed. The cards only work if the correct personal identification
number (PIN) is used. EBT also enables the collection and maintenance of transaction
information that can be linked to benefit recipients, retail stores, and financial institutions.

An EBT system ties together many persons and organizations:

· Recipients under FSP are the households eligible for food stamps. Recipients under the
WIC Program are pregnant, breast-feeding and postpartum women, infants, and children
under the age of five who are at "nutritional risk." The head of household receives an
EBT card and chooses a personal identification number (PIN), which serves as a
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signature and limits the use of the card, and access to benefits, to the cardholder. In
WIC, individuals receive an EBT card. In the Wyoming demonstration project, all WIC
participants in a family were on one card.

· A retailer is a food store that is authorized by FNS to accept food stamp coupons or
WIC food instruments. Retailers participating in EBT have point-of-sale (POS) terminals
located among the check-out lanes that can read the EBT card.

· The system processor is the party that has contracted with the State agency to operate the
EBT system. The purchase amount, retailer identification information (the retailer,
clerk, and terminal ID numbers), recipient identification information held on the card,
and information that authenticates the recipient's identity is checked against the
processor's central computer files. If the recipient and retailer are both authorized
participants, and the recipient has sufficient funds in his account to cover the purchase,
the transaction is authorized.

· A third-party processor may be used to drive the POS terminals located at the retailer,
or it may simply act as a switch between the POS terminals and the system processor.
Third-party processors are used in EBT systems that are integrated with commercial
payment systems (the POS is used for commercial credit or debit payment transactions
as well as EBT transactions). These processors may also provide other services to
retailers, such as check authorization services.

· A concentrator bank is a member of the Federal Reserve System and has the capability
to take information regarding retailer food stamp credits from the EBT system processor
and transmit this information to the Automated Clearinghouse (ACH) network. The
ACH transfers funds to and from member institutions and is the method used to credit

retailers accounts for food stamp EBT transactions.

· The State Agency is responsible for the administration of Federally-aided public
assistance program within the State. The State agency also has administrative
responsibility for the EBT system.

For each of these stakeholders, EBT poses issues associated with informational privacy,
confidentiality, and security because it collects and uses more information than the paper system.
The following section outlines the five basic operating functions of an on-line EBT system,
identifies the information it collects and uses, and contrasts it with how it is accomplished under
the paper system.

· Benefit Authorization/Posting. The available balance of benefits authorized for household
use is posted to each electronic "account." Paper systems have no comparable step; FSP
coupons and WIC vouchers are issued to the recipients by mail or "over the counter."

· Transaction Authorization. To authorize a transaction, an on-line system transfers
several pieces of information from a terminal at a retailer location to the central
processor to verify recipient and retailer identity and to confirm whether there are

4
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sufficient funds in the recipient's account. This information is maintained in the central
database. While the recipient's name is not recorded, an EBT account number links an
individual recipient to a transaction. For the first time, a central record is available that
identifies the history of purchases with individual households.

Under the current FSP coupon system the recipient exchanges coupons equivalent to the
value of food purchased. There are no program records of individual transactions. The
retailer may record the type of sale as a food stamp purchase and, depending on the
equipment used, may also be able to track aggregate FSP purchase totals. The retailer,
however, has no way of knowing who made which purchase. Because there is no
authorization process, the collection of recipient and retailer information is not necessary
to conduct the transaction. No information on the use of benefits by individual
households is collected.

In WIC EBT, the client debits specific prescription food items from their account.
Information about purchase behavior is captured and available for use by program
administrators. Current WIC paper vouchers are participant specific and indicate what
foods are authorized for purchase. Limited information about food purchases can be
extracted from the returned vouchers.

· System Settlement and Crediting of Retailers. Each day, the system processor compiles
FSP EBT transaction information for each retailer in order to initiate the settlement

process. This retailer-specific information is then transferred to and processed by a
Concentrator Bank, which in turn completes the transfer of funds using the Federal
Reserve's ACH system. Settlement data is retained by the EBT processor for audit
purposes. WIC EBT accomplishes these steps in a nearly identical manner.

In the current FSP coupon issuance system, retailers count and bundle the coupons and
deposit them in their bank accounts. The retailer's bank credits the retailer account and
transfers the bundled coupons to the Federal Reserve, which processes the coupons, and
periodically debits the Food Stamp Program Treasury account. The retailer redemption
information available under a coupon system includes retailer deposit amounts and the
cumulative dollar value of redemptions.

· Reconciliation. Federal FSP EBT regulations require extensive reporting about
reconciliation between recipient accounts, retailer accounts, and system processor
authorization files. Reconciliation is performed by the State agency or EBT processor
using data obtained during transactions, and reports are provided to FNS. Some reports
aggregate the daily EBT activity of individual retailers while others reconcile total
issuances and redemptions in the system. Included in these reports is daily transaction
information identified by recipient ID number, terminal ID number, retailer ID number,
transaction time, and transaction amount. These data may be provided to the State
agency, which aggregates the data into various reports that are submitted to FNS
monthly, quarterly, or annually. These same capabilities are available in WIC EBT
systems.
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Under the FSP coupon issuance system, transaction-level data are not tracked. The
Federal Reserve sends information on total retailer redemptions to the FNS Minneapolis
Computer Center, where these redemptions are tracked by retailer deposit amount and
total dollar value of redemptions. The total amount of benefits authorized to be paid is
also reconciled against the amount of in-person and mail issuances. In contrast, WIC
State agencies make extensive use of data extracted from vouchers to manage
expenditures and monitor retailer compliance with program requirements.

· Exception Reporting. In order to conduct compliance investigations, FSP regulations
require that EBT systems provide exception reports that can isolate transaction data by
individual retailers and households. _ These reports are provided to the States. They are
also provided to FNS' Compliance Branch Area Office on a quarterly or, if requested,
a more frequent basis. Although FSP retailer monitoring is the responsibility of the
Federal government, States are beginning to ask EBT processors to provide detailed
transaction information that will assist Federal investigators in identifying unusual
redemption patterns. The information is used to support investigation of both retailers
and recipients. In WIC, similar retailer monitoring is currently performed as a State
responsibility. WIC EBT enhances this monitoring function.

Under the coupon system, Federal compliance monitoring is only performed for retailers,
using information on deposits of coupons. When examining these reports, compliance
investigators look for unusual redemption patterns among retailers.

On-line EBT is currently the preferred approach to EBT because of its similarity to
existing commercial systems.

In an off-line system, the EBT process operates without direct or real-time access to a
central database. The recipient is issued a "smart card," which has a built-in memory and
processing capability to maintain balance and authorization information on the card. Benefits
are transferred onto each recipient's card at predetermined times. In the FSP, benefits are
provided as a dollar amount; in WIC, the benefits are provided in the form of a food
prescription, and the exact value of the food redeemed is not known until a transaction occurs
and the value is entered on the card. During each purchase transaction, the purchase amount
or food is deducted from the balance of benefits (for FSP) or foods available (for WIC)
maintained on the card. Transaction information is simultaneously recorded on a computer
located in the store for delayed transfer to the central computer where balance information is
updated and credits to retailer accounts are processed and transferred via the Federal Reserve
system. There have been two off-line EBT demonstration projects, one for the FSP and one for
the WIC Program.

In the one WIC EBT demonstration project conducted to date, the EBT system performed
these five functions and maintained data about the specific foods and prices associated with each
transaction. Since the WIC Program prescribes the types and quantities of foods to be

I Section 274.12(j)(2)(ii) of the FSP Regulations.
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purchased, tracking items and prices of purchases was necessary to determine program
compliance. WIC State agencies also are responsible for monitoring retailer performance and
compliance with program requirements through the analysis of transaction data. EBT makes it
possible to obtain more information on retailer and participant benefit redemption behaviors.

B. Federal Laws and Regulations Governing EBT Data Use

There are a number of Federal laws and regulations intended to protect the privacy and
prevent the misuse of personal data in general and EBT data in particular. The relevant Federal
privacy law and relevant Federal program regulations are briefly summarized below to provide
a legal framework in which to place EBT privacy issues. (See Appendices A and B for more
detailed information.)

· The Privacy Act of 1974, which regulates the use and disclosure of personal information
by the Federal government, states that personal data can be disclosed only for "routine
use.., a purpose which is compatible with the purpose for which it was collected."

· FSP and WIC Program regulations limit the use of recipient information to administration
or enforcement of the program, including investigations into program violations, and
federal audits of the program.

For the Food Stamp Program, information can be used to certify alien status and conduct
computer matching for eligibility and income with other benefit programs. Also, the
Secretary of Agriculture is authorized to undertake research that will help improve the
administration and effectiveness of the FSP in delivering benefits. The Secretary is
required to develop and implement measures for evaluating, on at least an annual basis,
the effectiveness of the FSP in achieving its stated objectives. In neither case do the
regulations or law specify the type or level of data to be used.

The FSP regulations also contain a specific provision that safeguards the confidentiality
of retailer information, which can be used only if directly connected with the
administration and enforcement of either the Food Stamp or WIC Program.

For the WlC Program, information on participants can be given to representatives of
public organizations designated by the chief State health officers who administer health
or welfare programs that serve persons categorically eligible for the program. WIC
regulations also specifically allow the use of data in summary, statistical, or other form
if individuals are not identified.

· FSP EBT regulations include a provision stating that the State agency must ensure that
the EBT system is able to ensure the privacy of household data.

Although FNS provides the funding for the Food Stamp and WlC Programs, both
programs are administered at the State level. Because the appropriate State agency collects the
EBT data, the Privacy Act does not apply to what the State can do. (The Act does, however,

7
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apply to what FNS can do.) This situation would be true under multi-State EBT, where several
State agencies might require access to information about recipients and retailers.

C. General Privacy Issues

Informational privacy in the United States is regarded as a characteristic only of
individual persons. Individuals are referred to as natural persons to distinguish them legally
from corporations. Strictly speaking, information pertaining to business entities is not subject
to privacy restrictions in the same way as information on individuals. FNS, however, has a
programmatic interest in the rights of retailers as well as program participants.

There has long been concern over computer technology's implications for individual
privacy. Several books published in the 1970's focused popular attention on these issues. In
1973, a special task force of the U.S. Department of Health, Education, and Welfare completed
the first in-depth government study of personal information kept in Federal computerized data
banks. Its report, "Records, Computers, and the Rights of Citizens," documented the significant
growth of the use of computers to process information. The Task Force proposed a set of "fair
information practices" to enhance privacy by protecting the confidentiality of personal
information. These principles can be distilled as follows:

1. Collect only that personal information necessary for a lawful purpose.

2. Use for decision-making only those data that are relevant, accurate, timely, and
complete.

3. Give the data subject access to information about himself and provide a procedure
by which to challenge and correct the information.

4. Use data only for the purpose for which it was collected.

5. Protect the data against unauthorized loss, alteration, or disclosure.

The Privacy Protection Study Commission, established by the Privacy Act of 1974, also
conducted a thorough and comprehensive study of public and private record systems and issued
166 specific recommendations to enhance informational privacy. In reinforcing the foregoing
principles, the Commission identified three objectives of good information practice: (1)
minimize intrusiveness into the personal affairs of citizens; (2) maximize fairness to individuals
in the way personal information is managed; and (3) legitimize expectations of the confidentiality
of personal information.

In 1981, the American Bar Association sponsored a National Symposium on Personal
Privacy and Information Technology. The published report of a panel of distinguished
participants emphasized informational privacy threats and urged protective measures. Numerous
publications have echoed and re-echoed these concerns. The 1986 Annual Survey of American
Law succinctly summarized the nature of the problem:
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The right to privacy is integral to the American conception of the proper balance of power
between the people and their government. As long as a citizen abides by the laws, his personal
affairs should remain free from excessive governmental scrutiny. In recent years, however, this
balance has shifted. Federal agencies today maintain vast amounts of computerized, easily
accessible information on nearly every aspect of our lives ....

Concerns about privacy are also reflected in consumer awareness. The most significant
barometer of national consumer consciousness regarding privacy is the annual Louis Harris
Privacy Survey, funded by Equifax. The 1993 survey focused heavily on health information
privacy, but it did estimate that almost 60 percent of the surveyed population believed that
privacy is inadequately protected by laws and organizational practices.

The 1992 privacy survey provides more extensive information on privacy concerns:

· 78 percent of respondents are concerned about threats to personal privacy.

· 76 percent of the public agree that consumers have lost all control over how personal
information about them is circulated and used.

· 68 percent agree that the present use of computers is an actual threat to personal privacy.

· 89 percent of the public express concern about the security of personal information in
computers.

· 67 percent agree that if privacy is to be preserved, the use of computers must be sharply
restricted in the future.

The problem is not merely one of the potential for privacy invasion by government; vast
amounts of data are kept in the private sector. While EBT data are not available to the public,
our research found that numerous individuals and organizations are concerned about private
organizations, such as retailers and third-party processors, using and/or distributing data to
which they may have access.

A major limit on the use of personal information results from the prohibition on
"secondary use" of information. 2 The secondary use principle states that personal information
gathered for a particular purpose may not be used for any other purpose without the express
consent of the data subject. This principle gives maximum control of personal information to
the data subject and is regarded by privacy experts as the "litmus test" of informational privacy.

2 As noted above, the FSP and WlC Program regulations limit the use of recipient information to a few

explicitly identified uses.
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III. PRIVACY RESEARCH AND THE ROUNDTABLE DISCUSSION

In order to identify the full range of issues on the privacy of EBT data, the project team
completed a detailed literature review and conducted a series of interviews with selected
stakeholders. The information collected served as the starting point for a roundtable discussion
of EBT data privacy issues. A group of EBT stakeholders and other appropriate experts met to
discuss several questions during a full day meeting. The purpose of the meeting was not to
reach consensus, but rather to gather as broad a range of perspectives and opinions as possible.
This section summarizes our research and the roundtable discussion and is divided into the

following issues:

· Program administration and compliance

· Differences between FSP and WIC privacy concerns

· Adequacy of existing limits

· Using EBT data for research

· Implications of privacy protection needs for EBT privacy security

· Potential uses of EBT data

· Privacy issues in EBT demonstration projects

ROUNDTABLEQUESTIONS

In February 1994, FNS sponsored a roundtable panel of program advocates, program officials, privacy
experts, civil rights experts, and security experts to consider the following questions regarding EBT data
use and related privacy implications:

Does existing data use policy adequately support FSP and WIC program administrators' needs to

pursue legitimate and important program improvements such as enforcing program compliance and
monitoring EBT system use to ensure adequate delivery of benefits? If not, what improvements
can be made that do not infringe upon program participants' privacy rights?

_' Should constraints on data use differ for WIC and FSP, given the differences in the programs'
structures and populations served?

_r Are existing legal limitations on EBT data use adequate to protect program clients' privacy rights
and retailers' confidentiality rights? If not, what else is needed? Are there or should there be
additional ethical principles governing data use?

m- Should participation in data analysis efforts be voluntary?

What are the implications of privacy protection needs for EBT data security?

10
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A. Program Administration and Compliance

The abundance of data generated through EBT can be an extremely valuable tool to
program administrators. But the administrative need to utilize this important resource for
improving program operations should not eclipse the need to protect program participants'
privacy rights. In both EBT and paper issuance systems, data are used by State and Federal
governments for two purposes: program administration and program compliance. Both of these
uses are specifically delineated in the Food Stamp and WIC Program regulations (see
Appendix B).

PROGRAM ADMINISTRATION. Data about individual EBT transactions are collected

because they support the redemption of benefits by the recipient at authorized food retailers.
The data the EBT system collects on each transaction include recipient's EBT account number;
retailer identity; POS terminal identity; type of transaction3; transaction amount; and time and
date of transaction. For the WIC Program, the system would also collect data on authorized
WIC foods. This information is used to approve each transaction, update recipient account
balances, resolve questions about transaction authorization, credit retailers, settle and reconcile
the system, and support system performance monitoring. A transaction history file is maintained
by the EBT processor for a fixed period of time, typically 30 or 60 days. Authorized personnel
can use this file when responding to recipient requests for transaction histories, resolving
problems, and addressing other program administration and program integrity purposes. The
transaction history file can also be used to support fraud and abuse investigations.

In a coupon-based system, the only comparable information is that the FSP recipient was
issued (e.g., mailed) a monthly allotment of food stamp coupons on a given date. As indicated
before, there are no transaction-specific or aggregate data about either the individual recipient
or the retailer. WIC recipients receive vouchers for their food prescriptions. These vouchers
are returned to the State and aggregated information about transactions is available and is used
for analysis or for nutritional counselling provided to the participants.

Discussion: Overall, our research and the roundtable discussion did not question the
importance of using EBT data for ensuring the delivery of FSP and WIC Program benefits.
Most advocacy groups noted that FSP and WIC recipients prefer receiving their benefits through
EBT than through the paper system. They find it more appealing, more secure, and less
stigmatizing.

The concern lies in other uses of the data that would fall under the "program
administration" umbrella. As one roundtable participant noted, it seems that the information
available is similar to an answer waiting for a question. Some advocates firmly believe that
FNS' sole responsibility is to provide food benefits, and program administration should be
limited to this function. They fear that information collected from the EBT system could be
used to change the program fundamentally. For example, FNS could restrict FSP benefits to

3 The types of transactions that can be made include balance inquiry, regular transaction, or manual
transaction.
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